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Abstract

Social networking sites and online advertising organizations provide HIV/AIDS researchers 

access to target populations, often reaching difficult-to-reach populations. However, this benefit to 

researchers raises many issues for the protections of prospective research participants. Traditional 

recruitment procedures have involved straightforward transactions between the researchers and 

prospective participants; online recruitment is a more complex and indirect form of 

communication involving many parties engaged in the collecting, aggregating, and storing of 

research participant data. Thus, increased access to online data has challenged the adequacy of 

current and established procedures for participants’ protections, such as informed consent and 

privacy/confidentiality. Internet-based HIV/AIDS research recruitment and its ethical challenges 

are described, and research participant safeguards and best practices are outlined.
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Social networking sites such as Myspace, Facebook, Twitter, Grindr, Google+, and Linkedin 

have changed how people interact with one another. Users are able to provide real-time 

information about their daily lives from their computers, tablets, and cell phones. In 2012, 

81% of adult Americans used the Internet, 85% owned a cell phone, and 67% used social 

networking sites (Duggan & Brenner, 2013).

Social networking sites have created a new “HIV risk environment” where people can seek 

to evaluate risk of infection and negotiate safer sex practices prior to meeting potential 

partners (Fishbein et al., 2004; Hennessy et al., 2007; Hooper et al., 2008; Horvath, Rosser, 

& Remafedi, 2008; Rietmeijer & McFarlane, 2009). Social networking sites also provide an 

“HIV research environment” where participant recruitment, behavioral surveillance, and 
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interventions have taken place (Beymer, 2012; A. M. Bowen et al., 2008; Bull et al., 2011; 

Burrell et al., 2012; Fernandez et al., 2004; Jaganath et al., 2012; Ko et al., 2013; Landovitz 

et al., 2012; Rice et al., 2012; Voytek et al., 2012; Young & Jaganath, 2013; Zhang et al., 

2008). While research utilizing social networking sites provides HIV researchers access to 

people representing almost every group within society (Nosek, Banaji, & Greenwald, 2002; 

Subrahmanyam et al., 2008; Thelwall, 2008), use of this technology has challenged the 

adequacy of participant protections provided through traditional informed consent, privacy, 

and confidentiality procedures. It has also called into question the validity and reliability of 

the data collected.

Internet recruitment efforts, particularly those that use social networking sites, are increasing 

in prevalence because they allow the researcher the ability to better target their intended 

audience (Fernandez et al., 2004). Researchers rely on the many tools provided by social 

networking companies to target participants and collect data, and the information provided 

by potential participants can in turn be used by the social networking companies for other 

purposes. While this targeting may result in greater efficiencies, it also raises ethical 

concerns because information that may traditionally be thought of as private and personally 

identifiable is gathered before the participant is enrolled in the study. In addition, many 

individuals are unaware that the act of showing interest in a research study through clicking 

on a recruitment advertisement is providing data to third-party companies and leaving an 

identifiable trail. Researchers and ethics committees are also often unaware of the privacy 

risks involved. This should be of particular concern to HIV and AIDS researchers due to the 

sensitivity of the topic, where privacy and confidentiality are key elements of the 

relationship of trust and respect that exist between the researcher and the participant.

As an example, DoubleClick was used in a recent CDC national campaign, “testing makes 

us STRONGER,” promoting HIV testing among black gay and bisexual men. DoubleClick, 

an advertising company that is owned by Google, deposits small persistent “cookies” (which 

contain unique alphanumeric codes) on users’ computers. These persistent cookies remain 

on the users’ computers after they have left the site and turned their computers off. 

Persistent cookies are used with session cookies to trace users as they move about the 

Internet in order to deliver targeted ads with the assistance of web beacons. Web beacons are 

embedded into websites and are not seen by the viewer. These tracking tools enable the 

website owners to know what content the user has viewed. This information is pooled across 

the many websites a user has visited and combined with information the user supplies to 

websites, forming a data profile that is made available to third-party advertisers.

When a user clicked on the “testing makes us STRONGER” ad, DoubleClick was 

immediately provided with (at a minimum) information that the user was interested in HIV 

testing. A click on the ad also increases the probability that the user will be identified by 

DoubleClick as black and gay or bisexual. DoubleClick maintains that the personal 

information it collects includes (but is not limited to) “name, address, telephone number, 

email address, social security number, bank account number, and credit card number” 

(www.google.com/doubleclick/). DoubleClick’s privacy policy states they will obtain a 

user’s consent to (1) link their name or personally identifiable information to their 

DoubleClick cookie and (2) associate their DoubleClick cookie with sensitive topics such as 
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race, religion, sexual orientation, and health. It is clear from the example above that, in some 

instances, by clicking on the “testing makes us STRONGER” ad, individuals may have 

unknowingly added personal and sensitive information to their persistent cookie that 

subsequently became part of their online profile that is available to third-party advertisers, 

businesses, and researchers who use an online company to send ads to black and gay or 

bisexual men and persons who might be interested in HIV testing.

The Uniqueness of Online Recruitment

The technique used by DoubleClick is called online behavioral advertising (OBA). OBA 

reflects a broad range of activities that companies use to collect information about our online 

activities (e.g., webpages we visit, links we click on, and search terms we use). The tracking, 

collection, and sale of online information occur every day and much of this information is 

provided by the individual user. However, the user may not know this information is being 

collected and sold and that, currently, few legal regulations exist. With the privatization of 

research and advances in online marketing, recruitment has increasingly become a business, 

and many niche-market companies have established themselves as recruitment experts 

(Epstein, 2008; Wright, 2006).

Researchers have turned to this online advertising industry to reach potential participants 

(Bull et al., 2011; Carpenter et al., 2011; Curtis, 2012; Graham et al., 2008; Hagan, 2010; 

Voytek et al., 2012). OBA companies give researchers the tools they need to effectively 

recruit many hard-to-reach populations into research studies. Typical information available 

to researchers upon which they can build a sample include, but is not limited to, 

demographic data, education, employment history, interests, location histories, and topics 

the user has searched on in the past (see Table 1).

While there are similarities between traditional recruitment (hard-copy flyers, mailed 

materials, inperson meetings) and Internet recruitment, Internet recruitment is a 

fundamentally different recruiting technique, and this technique is further complicated by 

social networking sites and the use of OBA. For example, social networking sites are able to 

use OBA to aggregate individual online activities and personal data obtained from 

individuals, their families, and friends to create individual user profiles that contain sensitive 

and personal information (see Table 1).

A DIFFERENT TRANSACTION

In the past, recruitment tended to be a relatively untargeted public call for research 

participants displayed in traditional media such as newspapers or radio announcements, 

university bulletin boards, or on the sides of subways and buses (Figure 1). Traditional 

recruitment model was a straightforward transaction between the researcher and the 

prospective participant: an researcher posted or purchased an advertisement and a 

prospective participant, who saw the advertisement and was interested, contacted the 

researcher—normally by phone.

In addition to the simplicity of this transaction, there was widespread familiarity with the 

logistics of each step in the process. Researchers generally knew what was involved with 

Curtis Page 3

J Empir Res Hum Res Ethics. Author manuscript; available in PMC 2015 February 04.

N
IH

-P
A

 A
uthor M

anuscript
N

IH
-P

A
 A

uthor M
anuscript

N
IH

-P
A

 A
uthor M

anuscript



placing an advertisement and were familiar with the technology and the parties involved in 

the transaction. Because of this familiarity, both researchers and ethics committees could 

realistically be expected to understand the ethical considerations of a recruitment program 

and act accordingly.

Online recruitment is a much more complex transaction. Not only are there many more 

parties involved in any single transaction online, but the transactions tend to be much more 

opaque. Jon Leibowitz, chairman of the Federal Trade Commission in 2009, produced a set 

of “data flow charts” to demonstrate to the consumer the practices employed by social 

networking, cloud computing, online behavioral advertising, mobile marketing, and the 

collection and use of information by retailers, data brokers, third-party applications, and 

other diverse businesses. What should be of particular interest to HIV researchers and ethics 

committees is the circular transmission of information (Figures 2 and 3). The online 

behavioral advertising ecosystem (e.g., Google search engine ads, website banner ads) 

details the transmission and aggregation of profile, demographic, interest, and behavior data 

through the use of tracking software to create highly individualized and detailed user 

profiles that are made available to ad networks, merchants, and secondary ad networks 

(Figure 2). For the social networking chart (Figure 3), when a person clicks on an ad (e.g., 

interest in participating in an HIV study for MSM), this information is sent back to the ad 

servers and third-party apps and a person’s public facing profile may also contain this 

information (e.g., “Like” feature on Facebook).

It can be extremely difficult to discern the interests, ethical guidelines, or even the 

participating parties in any given online transaction (flow of information). Additionally, 

every online transaction is routinely captured as data, disseminated, and increasingly 

aggregated into ad networks, analytic providers, merchants, and profiling services databases. 

What used to be a relatively simple and confidential process is now rife with the potential 

for unintended disclosures. As the technology continues to evolve, not only will more parties 

join this transaction, but the quality and quantity of the data collected by and available to 

these parties will increase. While this increased access to data allows researchers to target 

online recruiting to segments of the population that are oftentimes hard to reach by 

traditional recruiting techniques, it presents a challenge to researchers and ethics committees 

seeking to quantify and qualify the ethical considerations of online recruitment.

REACH

Another difference between online recruitment and traditional print recruitment 

advertisements is “reach,” which refers to the number of different people who are exposed to 

an advertising message at least once. “Coverage” is the potential number of people exposed 

to an advertising message. Reach is limited by the circulation’s coverage area (posting of 

flyers, direct mail, newspapers, and magazines). On the Internet, a single website or online 

advertisement can, in principle, reach participants anywhere in the world—that is, have 

global coverage. Online advertisements can potentially recruit participants from more places 

and allow researchers to recruit participants far outside their local area.

The population of participants HIV researchers are interested in reaching are oftentimes 

participating in risk-taking behaviors that are stigmatized or illegal in the society at large. 
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This results in the lack of a cohesive geographic sampling frame from which to recruit a 

sample or “subpopulation.” These “hidden subpopulations” are crucial to preventing the 

spread of HIV (Magnani et al., 2005). Social networks on the Internet allow for recruitment 

of these “hidden subpopulations” by using snowball sampling strategies (ibid.) through 

advertising on interest-targeted (e.g., MSM) blogs, message boards, and drug use, dating, 

and social networking sites such as Grindr, Facebook, Adam4Adam, Bluelight, and Drugs-

Forum.com (A. Bowen, Williams, & Horvath, 2004). This increased reach and coverage has 

given HIV researchers access to these hard-to-reach subgroups of people.

Examination of Online Recruiting for HIV Research and Best Practices

Investigators and ethics committees are facing major challenges in the research environment 

due to use of the Internet as a participant recruitment tool (Buchanan & Ess, 2009; 

Buchanan & Hvizdak, 2009). Online behavioral advertising techniques and increased reach 

raise ethical, implementation, and logistical issues for investigators and ethics committees. 

According to Fowler-Dixon, “this new emphasis on Internet research has left some IRBs 

looking for ways to catch up to the technology and to learn how to approach the special 

challenges involved” (“Internet research raises unique ethical concerns for IRBs,” 2008, p. 

25). These challenges that relate to online recruiting have been categorized into two types of 

ethical issues: privacy and confidentiality and informed consent (Buchanan & Ess, 2009; 

“Internet research raises unique ethical concerns for IRBs,” 2008). The following sections 

examine these ethical challenges for online recruitment within four popular contexts: search 

engines, websites, social network sites, and e-mail.

PRIVACY AND CONFIDENTIALITY

Respecting participants’ rights to privacy is a fundamental principle guiding national 

regulations across the world (Rehman, 2010). For example, in the United States, “The Right 

to Privacy” was one of the most influential law journal articles of the nineteenth century, in 

which Samuel D. Warren and Louis D. Brandeis (1890) described their frustration with how 

newspapers, then considered a new technology, had increased journalists’ abilities to report 

on the private lives of individuals. In their article, privacy was defined as “the right to be let 

alone” and characterized as a freedom from exposure to or intrusion by others, and they 

argued that current laws and regulations inadequately addressed threats to privacy caused by 

the use of the new technology. In a series of decisions, the U.S. Supreme Court affirmed that 

there is, indeed, a right to privacy in the United States that is contained in the “penumbras” 

and “emanations” of other constitutional protections (Griswold v. Connecticut, 1965). This 

right has been extended to the right of information privacy which allows individuals to limit 

the kinds of information that others know about them (Stevens, 2001).

When HIV researchers are collecting data online, it is important that they have control over 

access to this information and that they do not compromise the confidentiality of the data 

and the privacy of the participant before consent into the research study. There are three 

main confidentiality and privacy threats arising from using social networking sites for 

recruiting subjects into HIV studies (see Table 2): (1) lack of confidentiality when 

evaluation data are collected online; (2) poor user privacy and confidentiality protections of 
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social networking sites; and (3) threats related to the collection of protected health 

information.

Using a study where at-risk Hispanic men who have sex with men were recruited to 

participate in community-based HIV studies as an example, recruitment occurred in online 

chat rooms (Fernandez et al., 2004). Recruiters used a script that consisted of five parts: (1) 

introductions; (2) preliminary screening process (ethnicity, gender, sexual preference, 

location, age); (3) consent to proceed; (4) study description; and (5) procedures for 

enrollment (sending participant to another page to complete a contact form). Because these 

communications occurred in the online chat rooms, the transcripts of the chat sessions were 

available to the social networking site provider and to any third party that the site allowed 

access.

In another HIV prevention study, among predominantly minority youth, researchers required 

participants to “like” the study’s Facebook page after they were assigned to a study 

condition and to recommend the study to three Facebook “friends” (Bull et al., 2011). 

Although the researchers report they did not allow participants to be their friends, because 

they did not want to have access to the personal information on the participants’ profile 

pages, they actually may have had access to this information inside Facebook Insights—

depending on when Facebook introduced this feature to Insights and when the researchers 

conducted the study. Facebook stores “like” information and makes this information 

available to the page administrator and to advertisers. Page administrators, if they chose to, 

can view their “likes” photos and profiles (Figure 4).

Table 2 presents recommendations for addressing the three main confidentiality and privacy 

threats. These best practices include: (1) allowing the study team sole access to identifiable 

data; (2) using ID numbers instead of user profile names when online data are collected; (3) 

not connecting participants to the study’s social network site; (4) not using contact forms 

and signup forms inside social networking sites; (5) regularly reviewing participant posts to 

ensure identifiable information is not posted; and (6) ensuring any protected health 

information is collected according to national and international requirements. Researchers 

must regularly review terms of agreement, privacy and confidentiality policies, and features 

available to advertisers, businesses, and other third parties for companies they plan to use 

during the recruitment process. Researchers should contact these companies and ask them to 

remove from their databases any information pertaining to the study—including which users 

received, viewed, and responded to the recruitment advertisements. In addition, researchers 

should use landing pages that are secured to prevent the capturing of any user information—

including responses and page viewing history.

INFORMED CONSENT

At minimum, the informed consent must include the following information necessary for a 

potential participant to make an informed, rational, and voluntary decision: (a) the risks and 

potential benefits of research participation; (b) the extent and limits of confidentiality 

protections; and (c) the right to refuse to participate and to withdraw from the research 

without penalty or loss of benefits to which the participant is otherwise entitled (Krogstad et 

al., 2010; Stultiens et al., 2007).
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Using the Internet to recruit research participants for HIV prevention and intervention 

research presents several concerns regarding consent (see Table 3). Many countries have 

national regulations that do not permit children or adults who have been declared legally 

incompetent to consent to research participation without the permission of a guardian 

(Krogstad et al., 2010; Stultiens et al., 2007). However, when a person is recruited online 

and consent is obtained electronically, it is difficult, if not impossible, for a researcher to 

verify the age, competency, and comprehension of the potential participant. This is of 

special concern regarding topics covered in HIV research (e.g., HIV risk topics including 

drug use, commercial sex work, human trafficking, and other sexual activity), and the 

possibility of minors responding and participating to an online study involving inappropriate 

materials for their age without the researcher’s knowledge. These challenges are not unique 

to the Internet. For example, the stock screener question “Are you at least 18 years of age?” 

used in both telephone and mail surveys is not a reliable way to verify the validity of a 

prospective participant’s status as an “adult” who can give legal “consent.” Yet, there are 

several techniques available to researchers that allow for age verification through cross-

checking with other available information (see Table 3). Most social networks have software 

tools that allow almost any website or third party to authenticate users and verify age 

through their system (e.g., Facebook Connect, Twitter API, and Google Accounts).

Improving How We Evaluate Consent Comprehension—Traditional forms of 

recruitment have the same problems regarding competency and comprehension. To assume 

otherwise, assumes that visual cues are adequate to judge whether a person can understand 

the consent information. In this regard, online recruitment creates a unique opportunity to 

allow for computerized ways to ensure the informed consent process is understood. HIV 

researchers oftentimes work with drug using populations, populations with limited English 

proficiency, and those with psychiatric problems. Through methods similar to a “teaching 

then testing” technique used in substance abuse research (Aldridge & Charles, 2008), HIV 

researchers can produce web-based interactive and consent procedures. Educational design 

principles can be used to support learning and comprehension of the study information, 

procedures, risks, and benefits. Participants can view this information at an educational level 

and language specifically tailored to them; and they can be asked to demonstrate 

competency before they are able to advance. When participants report incorrect information, 

they can receive corrective feedback; the specific information they are having problems 

understanding can be viewed again (or they may choose to withdraw from the process). This 

tailoring of the consent content to meet the educational and language needs of participants 

through the use of audio-visuals and to assess comprehension are features unique to the use 

of an online consent process. The use of technology also allows for participants to provide 

researchers with information about the consenting procedure so that their experiences can be 

fed back into the system and to allow for the adaption of information—promoting content 

that is easy to understand (Table 3).

Conclusion

Internet-based recruitment allows researchers to reach concealed, disparate, vulnerable, and 

hidden populations (Kirchhoff & Kehl, 2007; Souder, 2009). This ability to include hard-to-
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reach populations is one of the fundamental principles of research ethics, “justice,” as 

defined in the Belmont Report (1979); research ethics also requires researchers to maximize 

possible benefits from the research and minimize burdens to their participants. “Benefits” 

are gains to society or science through a contribution of factors that include empowerment 

of the individual by giving him or her voice and useful information as well as treatment. 

These ethical requirements have especially important consequences for “vulnerable” groups 

of research subjects.

According to established standards of practice, research should be designed with 

administrative, management, and technical safeguards to control authorized use and 

disclosure of information and to protect against unauthorized disclosure of information. As a 

general principle, information is not to be disclosed without participant consent. However, 

due to the increasing use of online behavioral research advertising, specifically social 

networking sites, concerns are warranted regarding the researchers’ responsibilities to 

actively protect against disclosure of private information, not just for their own purposes but 

for third-party service providers. As online recruitment employs a range of behavioral 

marketing techniques—search engines, websites, social networks, various forms of instant 

messaging, and e-mail— researchers, research participants, and ethics committees will 

encounter ethical questions only broadly covered in current regulations. These challenges 

are likely to relate to privacy and confidentiality, informed consent, and the collection of 

valid and reliable data. For example, the mere clicking on an advertisement to find out more 

about an HIV vaccine research study may disclose a person’s sensitive and private 

information (be it accurate or not) that is likely to be recorded and combined with a person’s 

online user profile—all of this before the formal informed consent process has been initiated 

by the researcher. Therefore, researchers’ research practices should aim at reducing the 

possibility of disclosures of private information, and ensuring that informed consent is 

obtained and that data are reliable and valid. Ethics committees should be aware of these 

issues so that they are able to regulate the flow of private information, thus minimizing 

potential risks to the research participants in studies they review.
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Best Practices

Below are 10 recommended or “best” practices for social networking and online 

recruiting of participants for HIV research.

1. All data assessments should be collected through a secured Internet site that is 

outside of the social networking site, and data should be accessible only to the 

study team. This includes “contact us” forms and pre-screening questions.

2. Researchers should not ask participants to e-mail contact information or survey 

data as that is not a secure form of communication (Buchanan & Hvizdak, 

2009).

3. Researchers will stay abreast of social networking sites and advertiser privacy 

and confidential policies and terms of service. Researchers are cautioned in 

conducting recruitment with adolescents and/or on sensitive/illegal topics on 

social networking sites with a history of poor privacy and confidentiality 

policies.

4. By spending time learning about the features available to businesses and third-

party advertisers, researchers will have a better idea of what data are being 

collected and sold about users of that social networking site.

5. Researchers will contact social networking sites and ask them not to record (or 

immediately delete) data regarding their advertisements.

6. Health information will be collected and stored according to the national and 

international regulations.

7. If participants are allowed to post information to the study social networking 

site, postings will be monitored multiple times each day; identifiable or 

inappropriate information will be removed.

8. Researchers will avoid asking participants to “like” their study page and sending 

their online “friends” invites to join the study through the software provided by 

the social networking sites.

9. There are techniques to verify age and authenticate users on most social network 

sites. Researchers can also use offline techniques to verify age and authenticate 

users.

10. Informed consent comprehension and competency can be improved through the 

use of interactive consenting procedures that provide corrective feedback and 

are tailored to the users’ educational and language preferences. Participants can 

be provided with various versions of the consent form—one version can be brief 

with hyperlinks to the more detailed version.
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Educational Implications

Educational offerings such as workshops and webinars for ethics committee members 

and HIV researchers could be designed to enhance their abilities of developing and 

accessing online recruitment strategies. Using this adapted set of questions that Ess 

(2005) and Buchanan (2010) recommend we ask when undertaking Internet research, 

ethics committees and HIV researchers will be able to address participants’ privacy and 

confidentiality concerns and issues of transparency in connection with online behavioral 

advertising and social networking sites.

Where does the interaction/communication/study take place? What ethical expectations 

are established by that venue?

• The greater perceived privacy of the participant and/or the less privacy afforded 

by the venue, the greater need to protect individual privacy, confidentiality, right 

to informed consent, etc.

Who are the participants?

• The greater the vulnerability of the participant, the greater the obligation of the 

researcher to protect the participant.

When will the informed consent process start?

• Ideally, protecting participants’ rights to privacy, confidentiality, autonomy, and 

informed consent should start at the beginning of any data collection.

How long does the third-party provider and ISP preserve the data and where?

• The researcher should make every effort to (a) not store data by ISPs and third-

party providers and (b) if it is being stored, have the data removed as soon as 

possible.

What third-party policies impact the research?

• Has the researcher read the terms and services of the sites and providers? Can 

the researcher provide adequate information to the participants and/or ethics 

committee concerning how the third party will protect their data?

Is the researcher able to provide control to the participant?

• All behavioral advertising practices should contain clear descriptions of online 

advertising practices and provide the participant with the ability to opt-out (or 

opt-in in the case of ISPS and toolbar applications) of such practices. 

Researchers should test to ensure they work and the participant can truly opt-

out/in.
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Fig. 1. 
Example of a Traditional Recruitment Advertising Transaction.
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Fig. 2. 
Online Behavioral Advertising.
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Fig. 3. 
Social Networking Advertising.
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Fig. 4. 
FaceBook Insights Screenshot of Users that “Like” Your Page.
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Table 1

Information Collected by Profiling Services and Ad Networks and Made Available to Researchers.

Demographic data Age, gender, country, city, zip, income, relationship status, age, birthday, sexual orientation

Education Specific schools attended, degrees, graduation years, majors

Employment history Past and current employers

Broad and specific interest Friends; content downloaded including apps and games; activities and hobbies; friends; group memberships

Location-based search history Businesses searched for; GPS information tagged to photos and social media posts

Past search history Sites visited in the past; time spent on sites; images viewed; ads clicked on; purchases made; videos viewed
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Table 2

Confidentiality and Privacy Recommendations.

Confidentiality and Privacy

Issue Best Practice

There is little control over 
confidentiality in situations 
where evaluation data are 
collected online.

1 Identifiable data from online assessments should be accessible only to the study team.

2 ID numbers can be assigned to participants offine and all online information about participants 
is accessed via this number.

Social networking sites with 
poor privacy and confidentiality 
protections (e.g., Facebook and 
Instagram members’ 
confidentiality rights).

1 Research teams should not invite participants to be their online “friends” or to “like” them–thus 
they will not have access to personal information on profile pages and can only access 
information that participants make publicly available.

2 The “Contact Us” and/or “Sign Up” should not be located on social networking sites. When 
researchers would like participants to sign up or to invite their friends to participate, the research 
team should send prospective participants to a site landing page that is secure and not connected 
with the social networking site.

3 If participants are allowed to post information to the study social networking site, postings must 
be monitored multiple times each day and identifiable or inappropriate information should be 
removed.

4 Regularly review sites’ privacy and confidentiality policies and advertiser, business, and third-
party features.

The collection of health 
information (Health Insurance 
Portability and Accountability 
Act [HIPAA] regulated).

1 All assessments should be collected through a secured Internet site, not housed by social 
networking sites.

2 Storage and transfer of electronic data must use current standards of encryption, password 
protection, and be stored behind a secure firewall.
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Table 3

Informed Consent Recommendations.

Informed Consent

Issue Best Practice

Comprehension of 
study information, 
procedures, and 
informed consent form.

1 Participants can be provided a brief summary of the consent, linked to the detailed consent, and e-mailed 
a copy of the consent.

2 Facts about the study can be shortened into digestible FAQs that are on the study landing page. An FAQ 
section can also be placed on the social networking site page.

3 Participants can be asked to provide feedback about the information provided so that researchers can 
adapt the information to be better understood.

Legal age 1 Age verification through cross-checking with other information (e.g., Facebook Connect; parents, 
guardians, schools, or third parties vouching for minors).

Competency 1 Online quiz regarding the content of the consent form and purpose of the study to validate competency 
(and comprehension).

2 Correct answers to quiz questions required before participant can proceed to study.
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